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1. 0611_13.5[ XapaKTCPUCTHKA (bOH,[[OB OLCHOYHBIX CPCIACTB

1.1. O6nacTb MpUMEHEHHUS TPOTPaAMMBbI

®DoH/T OICHOYHBIX CPEACTB YUCOHOW JUCIUTUTMHBI «METOMBI M CPeJCTBA 3alUThl KOMITBIOTEPHOM
UHPOPMALUU» SBISETCA YaCThIO MPOrPAaMMBbI MTOJITOTOBKH CIICIIMAIMCTOB CPEAHEr0 3B€Ha B COOTBETCTBUU C
OI'OC CIIO no cnenuansHocTH 09.02.07 MHpOpMaIMOHHBIE CUCTEMBI U TPOrPaMMUPOBAHUE.

1.2. MecTo TMCHUIIIIMHBL B CTPYKTYPE MPOrpaMMbl TOATOTOBKHU CIIEIHAIMCTOB CPETHETO 3BEHA
JucuumninHa BXoauT B O0menpodeccuoHanbHbIi UK y4eOHOTO MJIaHa CIeIUaIbHOCTH.

1.3. Lenu 1 3a1aun AMCUUIUTMHBI — TPEOOBAHUS K pe3yJibTaTaM OCBOCHHUS AUCIUTITUHBI
B pesynbrare oOCBOGHMS JUCUMIUIMHBI OOydYaloIIUMCS JOJDKEH o0iajgaTh  ClEAYIOIIKUMU
KOMIIETCHIIUSAMU:

OK 01 Boi6bupaths crnocoObl pemeHus 3a1ad MnpodeccrnoHanbHON JesTeNbHOCTH, MPUMEHUTENBHO K
Pa3IMYHBIM KOHTEKCTaM.

OK 02.Vcnonp30BaTh COBPEMEHHBIE CPEJCTBA MOKMCKA, aHAJIM3a U WHTEpIpeTalud UHPOpMaIu U
UH(POPMALMOHHBIE TEXHOJIOTHHU ISl BBIITOJHEHUS 33J1a4 MPO(ECCHOHANBHOMN NesTeIbHOCTH

OK 04 DddexTuBHO B3auMOIeHCTBOBAaTh U pabOTaTh B KOJUIEKTHBE U KOMaH/E.

OK 06 IIposBIATE  TpakJJaHCKO-NIATPUOTUYECKYIO  TO3ULUIO, JEMOHCTPUPOBATH  OCO3HAHHOE
MOBEJICHUE Ha OCHOBE TPAJAMULMOHHBIX OOIIEUYETIOBEUECKUX LIEHHOCTEH, B TOM YHCIE C YYETOM
FapMOHM3allMM  MEXHAIMOHAIBHBIX W MEXPEIUTHO3HBIX  OTHOLIEHWH, NPUMEHATH  CTaHIAPThI
AHTUKOPPYILUOHHOTO MTOBE/ICHUS.

I1K 11.1 OcymecTBisATs cO0p, 00paboTKy M aHaIM3 UH(OPMAIMHK I TPOSKTUPOBaHUs 0a3 JaHHBIX.

[1K 11.2 IIpoexTrpoBaTh 0a3y AJaHHBIX Ha OCHOBE aHAJIM3a MPEeIMETHOU 00JIacTH.

[1IK 11.6 3ammmate uHbOpManuio B 0a3e MJaHHBIX C HUCHOJIb30BAHUEM TEXHOJOTHH 3alIUThI
rH(pOpMaIINH.

Kopg IIK, OK YmMenusn 3Hanus
OK 01, - IPUMEHATH IIPaBOBBIC, | -  IPUMEHATH IIPaBOBBIE,
OK 02, OpraHU3allMOHHBIE, TEXHUYECKHUE | OpraHU3alMOHHbIE, TEXHUYECKUE u
OK 04, u IIPOTPaMMHBIE  CPEICTBA | IPOrPAMMHBIE  CPEACTBA  3AILUTHI
OK 06, 3aIUThl THHOPMAIIHH; nHdopMaIuy;
K 11.1, - IpPOBOJUTH  OLEHKY YIpo3 | - IIPOBOJIUTH OLICHKY yIrpo3
IIK 11.2, 0e30IacHOCTH 00BbekTa | 6€30IaCHOCTH 00BeKTa
I[IK 11.6 nHpOpPMAaTU3AIIH; UH(POpPMATU3AIIH;
- pean30BbIBaTh IPOCTHIE | - peain30BbIBaTh MIPOCTHIE
WH(OPMAIIMOHHBIE  TEXHOJOTHH | HHPOPMAITMOHHBIC TEXHOJIOTUH
peaIu3yIolue METOJbl 3allUThl | peaTu3yIollue METO/IBI 3aIUTHI
uHpOpMaLUH. UH(pOpMaLINH.




2.ITactiopt (hoH/Ia OIICHOYHBIX CPE/ICTB

Ko
Tembl nucuumaunbl, MK, pazgenst A . HanmMmeHoBaHue OLIEHOYHOI'O
KOHTPOJIMPYeMOoii
(3Tanbl) NPaAKTHKH, B X0/1€ TEKYIIETro Cpe/CTBA (€ YKa3aHHeM
n/n . KOMIIETEHIINH .
KOHTPOJIs1, BU/I POMEKYTOUYHOI " KOJIM4€CTBO BAPUAHTOB, 3a/IaHU I
(U1 e€ yacTn),
aTTeCcTAMU ¢ YKa3aHHeM ceMecTpa . % U T.IL.)
3HAHMH, YMeHHii
NHnuButyanbHbIC 3a1aHUS
Paznen 1. Mndopmanmonnas
1. A (popman OK 01,[TK11.1 (4 sananns),
0€30MacHOCTh U YPOBHU €€ 00eCTeyeHHUs. .
ycTHBIN orpoc(11 BompocoB)
WuauBuayanbHbIC 3a/1aHUS
Paznen2. KomnberoTepHBIE BUPYCHI I HX 23agaHus
2. A p Py OK 02, TIK 11.2 (23ananms),
3aluTa. KoHnTtposbHbIE BOITPOCHI
(7 BotrpocoB)
WuauBuayanbHbIC 3a1aHAS
Paznen3. Undopmanronnas
3, A (popman y OK 04,]TK11.6 (2 3amanus),
0€30MacHOCTh BBIUMCIUTEIBHBIX CETEH. .
ycTHbIN ornpoc(12 BonpocoB)
NHauBuyanbHbIC 3a1aHHS
Pasnend.MexaHusMel 0OecrieueHus JHBUIY A
4. . OK 06, TIK11.6 (4 3amanms),
«npopmanimoHHO# 0€30MacHOCTHY. .
ycTHbIH ompoc (19 BompocoB)
Bompock! k
OK 01, OK 02, p
[TpoMexyTouHas aTTecTalus B BHJIE OK 04. OK 06 g depeHIIUPOBAHHOMY 3a4eTy
5. |koMIuiekcHOTO nudPepeHIIPOBAHHOTO ’ ’ (28 BompocoB),
MK 11.1, IIK 11.2, .
3ayeTa BO 2 ceMecTpe MK 11.6 HUTOTOBBIN TECT

(28BompocoB)




3. TumoBkle 3aJaHuA OJ1 ONCHKH OCBOCHUA OUCIHHUITIIMHBI

|Pa3z[en 1. MUadopmanmonHas 6€30macHOCTh M YPOBHH €€ 00eCIIeUeHUsI. OKO1,IIK 11.1

NuauBuayaabsHoe 3axanue mo teme «Cpencra 0ezonacioctu OC Windows»
Ilens:
— TIO3HAaKOMHTHCS C 0cOOeHHOCTSIMH I poBanus nHpopmanuu B OC;
— MO03HaKOMHUThCs ¢ noHsATHueM ceptudukata OC Windows;
— HayuyuTbcs MM(POBATH M pacIMPpPOBBITH TaHHBIE,
— HayuduTbhcs padortaTh ¢ ceprudukaramu OC.
3agaHus:
1. Co3spaiite Ha aucke C:\Temm manky u cCKOmupyuTe B Hee 000 (aii.
3ammdpyiite ¢ailn BMecTe ¢ mankod TakuM oOpa3oM, 4ToObl Bce MOMeEIIaeMble B Manky (aiibl Toxe
mmdpoBanuch (ecan mmdpoBaHUE HE YHANOCh NalbHEHIINME NEHCTBHA C TANMKOW Jenaiite Kak C
3amupOBaHHON ).
3. Cozpaiite Ha paboyeM CTOJE ManKy C Bamed (amuimeil W 100aBbTe B HEE PE3EpBHYIO KOIHIO
3amupOBaHHON BaMH MarnkH (CoXpaHsis mudpoBaHue).
4. VYcranoBute ocHacTKy CepTu(uKaThl.

5. Co3paiiTe pe3epBHYIO KOIMHUIO Ballero cepTU(HKaTa U IOMECTUTE €€ B Ballly MTAlKy Ha pabodyeM CToJe.
KoHTposibHBIE BOIIPOCHL:

1. Ha3nauenue mmdpoBanus HHGOpPMALIUH.

2. Kakwue atpuOyTsl mmppoBaHUs MAKA MOXHO YKa3aTh?

3. Tlouemy HEOOXOIUMO YTOOBI TPH KOMMPOBAHUY WU IEPEMEIICHUH UG POBAHHOH MAMKU MTYHKT
Ha3HA4YCHUs MOJAeP>KUBAI 3TO mudpoBanue?

Kak BoccTaHOBUTE cepTH(HKAT U3 pe3epBHON KOMUU?

Ocobennoctu texnoaorust EFS?

7. Uto moapazymeBaeTcs O] MOJIMTHKOW BOCCTAHOBJICHUS ?

SN

NupuBuayanbHoe 3axanneno teMe «OQoecneyeHus: 0e3onacHocTu xpaHeHus J1aHHbIX B OC Windows»
Llens:

— U3YYUTh TEXHOJIOTHIO TEHEBOTO KONHMPOBAHMS JAHHBIX U BO3MOKHOCTH CO3JIaHUSI OTKA30yCTOWYMBBIX
TOMOB JUIsl XPAHEHUS JaHHbIX;

— HAy4YMUTbCs apXUBHPOBATh JIaHHBIE C BO3MO>KHOCTb Pa3rPaHUUYEHUS IOCTYIIA K apXUBaM.

3ananue 1. BbimonHuTe MONHYIO, a 3aTeM J00aBOYHYIO apXMBAIMIO C MOMOIIbIO MPOTrpamMMBbl

Backup. Co3zpnaiite 3a1anus Uist IpOrpaMMbl apXUBaLUH, KOTOPbIE OyIyT BHIMOJIHATHCS 110 PACIHUCAHUIO.

1. B manke C:\Temm:\[lokyMeHTBI cO3/1aliTe€ TPU TEKCTOBBIX JOKYMEHTa C MPOU3BOJBHBIM COJEPKUMBIM,
Hanpumep, Otuer . txt, [Inansl.txt u 3aka3bl.txt.

2. B npoBognuke Windows BbIOepUTE pexHUM MPOocMOTpa coiepxkumoro nanku D:\ JlokymMeHTHl B Buje
tabmuusl (Menwo «Buny / «Tabnuna»). OOpature BHUMaHHE, YTO B CTOJOLE «ATPUOYTHI» Y BCEX TpeX
(haiioB yCTaHOBIIEH aTPUOYT «apXUBHBINY (OUT apXrBa 0003HAYACTCS OYKBOM «A»).

2. Broibepure «lIlyck» / «lIporpammby / «Ctangaptabie» / «CiyxeOHble» / «ApXUBaLUs ITaHHBIX).
[Iporpamma Backup Windows mnepBblii pa3 3amyckaercsa B pexume macrepa. Ha mepBoil crpanuie
mactepa (cM. puc. 4.5) caumuTe (raxok «Bcerna 3amyckaTb B pekuMe MacTepay U HAXMHTE Ha CChUIKY
«PacuupeHHsblil pexum». 3amycTurces mporpamMma apxuanuu. [lepeiiaure Ha BKIaAKy «ApXUBALHS».

3. B mento «3ananue» BbiOepute komannay «Cosnath». Packpoiite yzen «Moi kommbrotep», nuck C:\,
nanka «J{okyMeHTb». Y cTaHOBUTE ()IIayKOK HANpoTHB Nanku «JlokymeHts». Bausy, B none «Hocurens
apxuBa wiaM uMs (ailna» BBeauTe uMs Oynymero apxuBa -Hampumep C : \doc-normal. bkf.
5. Haxwmure kHONKy «ApxuBupoBatb». OTKpoeTcst okHO «CBeeHus 0 3a/laHuu apXuBauum». B pasnene
«Ecau HocuTenp yKe CONEP/KUT apXUBbD) OCTABbTE NEPEKIIIOUaTeNb «Jlo3anucaTs ATOT apXUB K JAHHBIM
HOCUTEJISI.

4. Haxwmure kHonKy «JlonomHurensHO». YOenuTech, YTo BbIOpaH THII apXxuBa « OOBIUHBIN» U yCTAaHOBUTE
¢dnaxok «IIpoBepka naHHbIX nocie apxuBauun». Haxxmure kHonky «OK», a 3aTeM « ApXUBUPOBATbHY.
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OTKpoeTcsi auanoroBoe OKHO «XOJ apXUBallMh», W HA4yHETCs Ipolecc apxuBauuu. [lo 3aBepuieHuun
CO3JIaHMS apXMBa HAXMHTE KHONKY «OTYeT» M MOCMOTPUTE OTYEeT. B HeM HE JOKHO OBITH OMIMOOK
apXuBaIMu. 3aKpONTE OTUET U OKHO « X0 apxuBanumn». He 3akpeiBaiite nporpammy Backup Windows.
Ob6parute BHUMaHue, yTo B manke C:\JIokyMeHTHI Tenepb y Bcex (ailyioB CHAT aTpuOyT «apXUBHBINY.
Otkpoiite ¢aiin [1nansl. txt 1 100aBbTE HOBYIO CTPOKY ¢ TeKymel natoil. CoxpaHuTe u 3akpouTe (aii.
OOparuTe BHUMaHHE, YTO TOCJIEC BHECEHHUS U3MEHEHUH B (aiii aTpuOyT «apXUBHBIN» aBTOMATHYECKH
YCTaHABIIMBAETCS OMEPAL[MIOHHOMN CHCTEMOI.

Bepuutech k nporpamme Backup Windows Ha BkIaaky «ApxuBaius». B MeHio «3amanue» BeIOepHUTE
koMauay «Co3natey.

Packpoiite y3zen «Moii komnbioTepy, auck C:\, manka «/lokymeHTbI». YcTraHoBuTEe (hIa’KOK HAIPOTUB
nanku «J{oKyMeHTbI».

Bumgy, B mone «Hocutenb apxuBa wiv ums ¢aiina» BBeauTe UMl 100aBoyHOro apxusa — Hanpumep C: \
doc-inc.bkf.

. Haxxmure kHonky «ApxuBupoBaTb». OTKpoeTcsi OkHO «CBeeHMsI O 3aJJaHUM apXUBALIUN».

Haxwmure kHonky «/lonmonnurensHo». BriGepure TN apxuBa «I00aBOUYHBIIN» U yCTaHOBHUTE (DIaKOK
«IIpoBepka naHHBIX nocie apxuBauun». Haxxmure kHonky «OK».

Tenepp kHOnky «Pacnucanue». IlosBUTCS IHMAOroBO€ OKHO, KOTOPOE€ MPEMAJIOKHUT BaM COXPAHUTH
3aJIaHHbIE ITapaMETPBI, IIEpe]l YCTAHOBKOM apXUBaLMK 10 pacnucanuio. Haxxmure kHONKy «la».
Coxpanurte Habo0p Bammx (aiioB moa uMmeneMm documents . bks.

B okHe «Yka3aHue y4eTHOH 3aMCH» BBEIUTE CBOM MApOiib U HAXMUTE KHONIKY «OK».

B nosBuBmemca okHe «llapameTpbl 3amIaHUpPOBAaHHOTO 3aJaHMs» BBEOUTE HWMs 3aJaHUs —
«ExenHeBHBIN T00aBOYHBIN apXUBY.

3aTemM Ha)XMuTe KHONKY «CBOKCTBAY.

OTtkpoercsi OKHO «3aIllaHMpOBaHHOE 3ajaHue», BkiIaaka «Pacnucanuey». B Bwllagaromem crucke
«Ha3HauuTh 3amaHue» BHIOEPUTE BAPHAHT «EKETHEBHO» W YCTAHOBUTE BPEMs Hayala Ha TPU MHUHYTHI
BIIEPE]l OT TEKYILEro BPEMEHH, YTOObI YBUAETh PE3yJIbTAT BHINOJHEHUS 3ajaHus. Haxxmure KHOIKY
«OK».

BBenuTe NOBTOPHO CBOM Mapoib U HAXMUTE KHONIKY «OK».

B okne «IlapameTpsl 3a1U1aHMPOBAHHOIO 3aIaHUS» TaKkke HAKMHUTE «OK».

. IlepeiinuTe Ha BKIAAKy «3arulaHUPOBAHHBIC 3aJaHUS» MPOrpamMMmbl apxuBanuu Backup m yOemurecs,

yTo Bamie 3ajaHue «ExeaHeBHbIH H00aBOYHBIM apXuB» MNOABWIOCH B pacnucanuu (Kaxnwiii neHb,
Ha4yMHas C TEKYIIETro).
3akpoite nporpammy Backup. Jloxautech HacTyIUIeHHsS BpEMEHH, YCTAHOBJICHHOIO BaMHU Ha 3aIlycK
3aJjaHusl apXuBalMK. Bbl yBuaMTe, Kak 3ayCTHTCS MO pacmucaHuio mporpamma Backup. Ilocne ee
BBITIOJIHEHMSI Ha Tucke E mosBuTcs no6aBouHslid apxuB doc-inc. bkf.
3amyctute nporpammy Backup. B menio «CepBucy BeiOepute «OT4eT». MOSBHUTCS OKHO CO CIHCKOM
OTUYETOB apXuBaIMK. BeibepuTe mocieHuii 1 OTKPOUTE €ro.
CpaBHUTE MOIYYEHHBII OTYET C IPEIbITYIIUM.
3akpoiTe Bce okHa mporpammbl Backup. O6parute BHuManue, uto B manke C:\/IokyMeHTHI onsiTh y
BceXx (haiyIoB CHAT aTpUOyT «apXUBHBII».
VY nanute manky «J{okyMeHTBD» co BceMU (haiiyaMu.

3anmanue 2. BoccTraHOBUTE TaHHBIC, PaHEE 3aapXUBUPOBAHHBIC, C IIOMOIILIO ITporpaMMbl Backup.
3amyctute nporpammy Backup u nepeiinurte Ha Bkiaaky «BoccTaHoBieHue U ynpaBieHHE HOCUTEIIEM.
B neBom okHe menkauTe Ha y3en «Painbn»y, 4ToObI pacKphITh ero. Beibepute apxus doc-normal. bkf.
Packpoiite apxuB doc-normal .bkf u ycraHoBure QuiakOK HampOTHB TaNKH «J{OKyMEHTBI.
BoccraHoBuM 3Ty manky B ee UCXonHOE pasmelieHue. [1o ymMon4anuio 3aaH Takod mapaMmeTp CHU3Y B
BbINaaroneM cnucke «BocctaHOBUTH (haiisibl B:».
Haxxmute kHOonky «BocctaHoBuThY. B nranoroBoM okHe «IloaTBepKIeHHE BOCCTAHOBICHUS» HAKMUTE
kHOTIKY «OK».
B oxne «IIpoBepka pacnoioKeHus: apxuBHOTO (aiiia» Takke HaKMHUTE KHONKY «OK».
[locne 3aBepieHUs BOCCTAHOBJICHHS 3aKpOTe OKHO «XOJ BOCCTAHOBIICHHUS», HaXKaB KHOIMKY
«3axpbITh». He 3akpsiBaiite nmporpammy Backup Windows.
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Y6enurech, uTo namnka «J{okyMeHTbD» co BceMH (paiiilaMu BOCCTaHOBJIEHA B IIpexkHee MecTo Ha Juck C:\.
Otkpoiite daitn [nansl. txt u yoeaurech, 9T0 OH HE COJEPKUT MOCIIETHIOK CTPOKY TEKCTa C TEKyIIeH
IATOH.
Bepuutecs B nporpammy Backup Ha Bkitagky «BoccTaHOBIIEHUE M yIIPABICHUE HOCUTEIIEM).
B neBom okHe mienkHuTe M packpoite apxuB doc-inc.bkf m ycraHoBuTe (hakoK HANPOTHB MamKW
«JlokyMeHTBI», B KOTOpOU coaepkutcs oauH ¢aitn [Inansr. txt. [To ymomyanuro mporpamma Backup He
3aMEHSET CyIeCTBYIOIME (ailiibl ¢ 0MHAKOBBIM UMeHeM. [loaToMy HE0OX0AUMO CAeNaTh CIETYIONIYIO
HaCTPOMKY.
B mento «CepBuc» Beibepute nmyHKT «Ilapamerpb» u nepeiaure Ha BKianky «BoccranoBimenue». Ha
3TOU BKJIAJIKE MEPEKIIOUYNTECh HA BAPHAHT «3aMEHSATh (Daiiil Ha KOMITBIOTEpE, TOIBKO €CITU OH CTapee» U
Ha)XMHUTE KHOMKY «OK».
Haxxmute kHOnKy «BocctaHoBuThY. B nranoroBoM okHe «IloaTBepKIeHHE BOCCTAHOBICHUS» HAKMUTE
kHOTIKY «OK».
Ecimu nosiButcs oxkHO «IIpoBepka pacrmonokeHUs apXwBHOTro (aiina», TO TaK KE HAKMUTE KHOIKY
«OK».
[locne 3aBepiieHHs BOCCTAHOBJICHUS 3aKpOMTe OKHO «XOJ BOCCTAHOBJICHUS», HaXXaB KHOIIKY
«3aKpBITHY.
3akpoiite nporpammy Backup Windows.
Y6enurech, 4TO BOCCTAHOBJIEHA MOCeHss Bepcus daiina [Lnansr. txt.

3aganue 3. C momompio mporpamMmbl WinRar Bel 3aapXuBHpyeTe JaHHBIE W 3alIUTUTE apXHB

ImapoJIicM.

SNk W=

a

SNk w

—E XA

—_ O

Cozpnaiite nokymeHT Ha aucku C B manke Temp.

3arpysure nporpammy — apxuatop WinRar.

[Iepeiinute B cpene apxuBaTopa B CO3JaHHYIO BAMU IAIIKY.

Co3zpgaiiTe apxuB B BallleH Marke.

[lepeiinute Ha BKIaaKy JloNOIHUTENBHO B cpee apxuBaTopa. Beibepurte YcTraHOBUTH Iaposib, 3aaaiTe
U MIOATBEPAUTE NAPOJIb.

[IpoBeppTe MapoIbHYIO 3aIUTY apXUBa.

YcrHbIi onipoc
Ilenp, 3amaun, mpeaMeT U OCHOBHOE COJEp)KaHHE AWCLUUIUIMHBI, €€ POJlb B CHUCTEME MOATOTOBKU
CTY/ICHTOB, a TAKXKE B IMOCIEAYIOIIEH MPAKTHUECKON JesITeTbHOCTH.
be3zonacnocts nHpopmanuu. Lensp odecnieueHust 3auTbl HHOOPMALIH.
Cuctema 3amuThl HHPOPMALIUH.
Obecneuenue 3aUThl HH(GOPMALMU C TOUKU 3PEHUS PUCKA.
Kputepun oneHku 3amuiieHHoi cuctembl. OOIee pemieHue 3aJadyd MPOCKTUPOBAHUS ONTHMAILHOM
CHCTEMBI 3aIlUTHI.
HopmartuBHo-1mipaBoBas 6a3a (yHKIIMOHMPOBAHUS CHCTEM 3aIUTHl HHPOPMAITUH.
ITonsTue yrpossl. Knaccudukanus yrpos.
VYTeuka, pasriameHie 1 HeCaHKIIMOHUPOBAHHBIN TOCTYT K KOH(PHUIASHIINATLHON HH(DOpMAITUH.
XapaKkTepUCTUKN UH(OPMALHH.

. Yrpo3sl 6e3omacHocTr nHpopManmu. Kiaccudukaius METOJOB U CPEICTB 3aIUTHI HHGOPMAITUH.
. Texauueckue MeToabl 3alIMTHL.3aJaud, pelIaeMble TEXHUYCCKHMMH METOJaMH 3alluThl. MeTobl

pelICHUs JaHHBIX 3a1a4.

JIJ1s1 yCTHBIX OTBETOB ONpPEAe/ISIIOTCA CieAyIole KPUTEPUN OLEHOK:

OLICHKa «5» BBICTABJISICTCA, €CJIIN O6yqaeMBIﬁl

IIOJTHO PAcKpbUI COJIEpKaHUe MaTepHaja B 00beMe, IPeayCMOTPEHHOM IIPOrpaMMOi U yUeOHUKOM;
U3JIOKWJ MaTepuaj IPaMOTHBIM SI3BIKOM B OIPEIEICHHON JIOTMYECKOW IOCIEN0BATEIBHOCTH, TOYHO
UCIOJIB3YSl MATEMATUYECKYO U CIIELUAIU3UPOBAHHYI0 TEPMUHOJIOTHIO U CUMBOJIUKY;

MPaBWJIBHO BBIMOJIHWI TIpaduyueckoe HU300pakeHHE aNropuTMa M HHbIE YEepTeXKH U Trpadukwy,
COITyTCTBYIOILIME OTBETY;
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[IOKa3aJl YMEHHE WIIIOCTPUPOBATh TEOPETUYECKUE TIOJI0KEHHUSI KOHKPETHBIMU IIPUMEpaMU, IIPUMEHSATh

UX B HOBOM CUTyallMU IIPU BBIIIOJHEHUU IIPAKTUYECKOIO 3a1aHMS;

IIPOIEMOHCTPUPOBAJl YCBOCHHE paHEe M3YyYEHHBIX COIyTCTBYIOIIHMX BOIPOCOB, COPMHPOBAHHOCTh U

YCTOMYMBOCTb UCIOJIB3YEMBIX IIPU OTBETE YMEHUN U HABBIKOB;

OTBEYAJI CAMOCTOSITEIBHO 0€3 HaBOJAIINX BOIPOCOB YUHUTEIS;

HKa «4» BBICTaBJISIETCS, €CJIM OTBET UMEET OJIMH U3 HEJOCTaTKOB:

B W3JIOKEHHUU JOIMYIIEHBI HEOOJNbIIMe MpoOesbl, He MCKAa3HMBIIUE JIOTUYECKOTO U MH()OPMAIMOHHOTO

COJIEP/KaHUs OTBETA;

HET OIIPEACIICHHON JIOTMYECKOW II0CIENOBATEIIbHOCTA, HETOYHO HCIOJIB3YEeTCs MaTeMaThdeckas HU

CHeLUaIN3UPOBaHHAs TEPMUHOJIOTHS U CUMBOJIMKA;

JOIYIIEHbl OJWH-/IBA HEJIOYETa IIPU OCBELIEHHMM OCHOBHOI'O COJEP)KaHUS OTBETA, UCIPABIICHHBIE II0

3aMEUYaHUI0 YUUTEIIS;

JIOTyIIEeHbl oumIMOKa uin Oojee ByX HEIOYETOB MPU OCBEIIEHHWH BTOPOCTETIEHHBIX BOMPOCOB WK B

BBIKJIAJIKAX, JIETKO UCIIPABJIEHHBIE 110 3aMEYAHHUIO WIIM BOIIPOCY YUMTEIIS;

HKa «3» BBICTABIISETCS, €CIIU:

HETOJIHO WJIM HeTlOCIeI0BaTeIbHO PACKPHITO COAEp)KaHUEe MaTepualia, HO IIOKa3aHO o0liee NOHUMaHue

BOINPOCA, UMEIHMCh 3aTPYJHEHUS WIM JOMYLIEHbl OMIMOKM B ONpPENIEIECHUN MOHSATHHA, UCIOJIb30BaHUU

TEPMUHOJIOTHH, YepTeKaX, OJOK-CXEM M BBIKJIAJKaX, WCHPABICHHBIC IOCIIE HECKOJIbKUX HABOMISIINX

BOIIPOCOB YUMTEJIS;

YYEHUK HE€ CIPABWICS C MPUMEHEHUEM TEOPHWH B HOBOM CHUTyallUH NP BBINOJIHEHUU MPAKTHYECKOTO

3aJlaHusl, HO BBIIOJIHUII 3aJjaHUsI 00s13aTEJIbHOTO YPOBHSI CJIOKHOCTH I10 JIaHHOM TeMe,

NpYU 3HAHWW TEOPETHYECKOTO MaTepuana BBISABICHA HEIOCTATOYHAS CPOPMHPOBAHHOCTH OCHOBHBIX

YMEHUU U HAaBBIKOB;

HKa «2» BBICTABIISIETCS, €CIIU:

HE PacKpbITO OCHOBHOE COJIEpKaHUE yUeOHOro MaTepuaa;

0o0Hapy>KeHO He3HaHHE WM HEIOHUMaHHE YYEHUKOM OouiblIel Wiu Hanbojee BaXKHOM 4acTH yuyeOHOTro

Marepuana,

JIOTYIIEHbI OMIMOKU B ONpPEAETICHUH MOHATHI, IPU UCIOIB30BaHUU TEPMHUHOJIOTUH, B YepTEkax, OJIOK-

CXEM M MHBIX BBIKJIA/IKaX, KOTOPBIE HE UCIIPABJIEHBI I10CJIE HECKOJIBKUX HABOISIINX BOIIPOCOB YUHUTEIIS.
Onenka («5», «4», «3») MOXKET CTaBUTbCA HE TOJBKO 3a €AMHOBPEMEHHBbIM OTBeT (Koraga Ha

IPOBEPKY MOJATOTOBKH OOYYaIOLIErocsi OTBOJIUTCS ONPEJCIEHHOE BpEMs), HO M 3a pacCpeIOTOYEHHBIN BO
BPEMEHH, T. €. 32 CyMMY OTBETOB, JaHHBIX O00YYArOIIUMCS HA MPOTHKEHUHU YPOKa (BBIBOJUTCS MOYPOUYHBIN
0ayu1), IpU yCJIOBUH, €CJIM B IPOLIECCE YpOKa HE TOJIBKO 3aciyIIMBaJIMCh OTBETHI O0Yy4aromerocs, HO U

ocy

HIECTBJIAJIACh ITPOBEpPKA €ro YMCHUS IPUMCHSATD 3HAHUA HA ITPAKTHUKE.

|Pasz[en 2. KoMnbroTepHbIE BUPYCHI U UX 3allIUTAa. | OK 02, IIK 11.2 |

NupuBuayanbHoe 3ananne no reme «3ydyenue nporpaMMHBIX CpPeICTB 3alIUTHI OT
HECAHKIIMOHUPOBAHHOIO JOCTYIa)
Iens:
U3Y4YHUTb OCHOBHBIE POTPaMMHBIE CPECTBA 3aILUTHI OT HECAHKIIMOHUPOBAHHOT'O JIOCTYIIA;
OTIPEAETUTh MOJIUTUKY O€30MaCHOCTH CUCTEMBI;
HAy4YUTCS IPUMEHATh HEKOTOPbIE CpeacTBa 3amuThl nHPopmaruu B OC.
3agaHue:

1. 3amycTuTh mporpamMmsbl MpocMOTpa U penaktupoBanus peectpa Windows regedit.exe u regedt32.exe (c
HOMOIIBI0 KOMaH/Ibl « BBIOIHUTEY TIaBHOTO MeHI0). O3HAKOMUTBCS CO CTPYKTYPOH peecTpa.

1.1.

BxarounTte B OTYET KpaTKWE CBEACHHS O COACPKAHWM OCHOBHBIX pa3lie]ioB  peecTpa

(HKEY CURRENT USER n HKEY LOCAL MACHINE).

1.2.
pea

Bxi1tounTh B OTYET CBEACHHUS O PA3IUYUAX B QYHKIMOHAIBHBIX BO3MOXHOCTSAX M3YYEHHBIX MPOrpaMM
aKTHPOBAHUS peecTpa (eciu JadopaTtopHasi paboTa BBHIIOIHAETCS B onepaliioHHo# cucteme Windows).

[Tpumeuanue: B onepaunonHyto cucreMy Windows XP Professional BkitoueH oaMH pemakTop peectpa,
KOTOPBI MOKHO 3aITyCTUTh C TOMOIIBIO JIF00OOT0 U3 YKa3aHHBIX BBIIIIE UMEH.
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KoHTponbHbIE BOITPOCH:
Kakoii u3 u3ydeHHBIX B JabOopaTOpHOl paboTe perakTOpOB peecTpa MNPEAOCTaBiseT (YHKIHMU IO
pasrpaHUYCHHUIO JIOCTYIIA K pa3jieliaM peecTpa U Kak UCIIOJIb30BaTh 3TH QYHKIIUH?
Kak ¢ mnomompio mporpammsbl restrick.exe OrpaHHYUTh JOCTYH IOJB30BAaTElIe K JIUCKOBBIM
ycTpoiicTBam?
Kak orpannunths noctyn moib3oBareneid K GyHkuusMm Ilanenu ympaBieHHs C MOMOIIBIO MPOrPaMMBbI
restrick.exe?
Hoctyn x kakuM ¢yHKuusMm Ilanenu ymnpaBieHUS MOXKET OBITh OTPaHUYEH C MOMOIIBIO HPOTPAMMBI
restrick.exe?
B uem HemoCTaTOYHOCTH CPEICTB OTPAHMYEHUS MPAB MOJIb30BATENCH, MPEIOCTABISIEMbIX MTPOrpPaMMOi
restrick.exe?
Kak Moxer ObITh 3a0JI0KMpOBaHa pabovasi CTAHIIHS HA MEPHOJ BPEMEHHOTO OTCYTCTBUS MOIH30BATENs?
VYKakuTe HECKOJIbKO BApUAHTOB.
Kakoii u3 cmocob6oB OnokupoBaHusi paboyell CTaHIMU Ha TMEPUOJ BPEMEHHOTO OTCYTCTBUS
MOJIb30BATEIsI SBIISICTCS Hanboiee 6€301MacHBIM U IIo4YeMy?

NuauBuayanbHoe 3alaHUE 110 TeMe KAHTHBHPYCHOE IPOrPaMMHOe o0ecrevyeHn e
Henb: npuoOpeTeHHe HABBIKOB 3aIIUTHl MH()OpPMAIMHM HCIONB3Ys AHTUBUPYCHOE MPOrpaMMHOE

oOecrieueHue.

bk W=

3ananue. M3yuynTh aHTUBUPYCHOE IIPOrPaMMHOE 00€CIICUEHUE:
IIporpaMMBbI-IINHOHEL. 3aIUTa OT IPOrPaMM LIMHOHOB.
TpostHCKHE IPOrpamMMmBl.
«YepBn», METOIUKH IPOHUKHOBEHUS.
Bupycsl, anroputmsl pabOTHI.
AHTHBHPYCHOE IPOrPAMMHOE 00eCIIeYeHUE: PEKOMEH 1yEeMbIe HAaCTPOUKH, IPAaBUJIa UCIIOIb30BAHUS.

Paznen3. Mudbopmarnmonnas 6€30MacHOCTh BBIYHUCIUTEIBHBIX CETEH. OK 04,1IK 11.6

HNuauBuayanbHoe 3axanue no teMe «Cpeacra 6e3onacHoctd ASP_NET. AyrenTudpukanus»
Llenb:Hay4uThCsT CcO37MaBaTh (OPMBI  ayTEHTU(UKAIUU, HCIONB3Ysl CpeACTBa OE30MacCHOCTH

Asp Net.

SR e

3ananue. B pamkax cpenst ASP.NET npenocraBiens! 3 Bujia ayTeHTU(DUKALIIH:
ayreHTuukamus Windows;
bopmoi;
HacTOPTOM.
KoHTposibHBIE BOIIPOCHI:
JlaiiTe onpeaeneHue ayTeHTU(DUKALIUH.
JlaiiTe onpeeneHyre aBToprU3aruu.
Kaxkune Bam u3BeCTHBI ClIOCOOBI ayTeHTU(UKAITUN/UACHTU(HUKAITIN ?
Kakue Bam H3BECTHBI CIIOCOOBI Ay TEHTH(HUKAIIUY C TIOMOIIBI0 cpesicTBa Oe3omacHocT Asp Net?
B uem cyTh ayrenTudukanuu Windows?
B yem cyTh ayTenTHhUKamu Gopmoii?

NuauBuayaabHoe 3a/1aHue Mo TeMe «3amuTa 6a3 JaHHbIX»
ens: n3yuntsb criocoOs! 3anuTel nHGopmanuu B b/l Ha mpumepe CYBJI MS Access.
3amanue. Co3/1ath HOBYIO 0a3y JIaHHBIX U CO3/IaTh B HEH CIIEAYIONINE OOBEKTHI:
Tabmuiry 3akasbl.
3amnpoc CBeieHus 0 3aKa3ax.
®opMy 3akazbl KIMEHTOB.
3anoaHUTh TAOJIUITY HECKOJIBKHUMHU 3aITACSIMH.
Onpenenuts 1Ba ypoBHs noctyna Kk b/1:
Ha ypOBHE MapoJis;



MR

~

DO NG AW~

11

Ha ypOBHE I0JIb30BaTENs (3alUTa YYETHBIX 3alicel Moab30BaTeNeld U UACHTU(UIIMPOBAHHBIX
OOBEKTOB).
KoHTpoiibHBIE BOIIPOCHI:
Crnioco6sI 3amuTsl nHGopMaruu B b1 Access.
['pynmer 1 mons3oBarenu B/ Access. daitn paboueit TpymnibI.
Otansl co3fanus paboyeil rpymiibl ¢ TOMOLIBIO MacTepa.
[Topsiiox M3MEHEHUS TapOJIs TIOJIB30BATENST WIIH TPYIIIIHL.
Jlist uero cosgaercs CBsA3b 3allMIIEHHON Ha YPOBHE M0JIb30BaTeNsl 0a3bl JaHHBIX C (aiiiaoM pabouei
rpynnsl (3J€KTPOHHBIM KIIFOUOM)?
K kakum ¢aitnam B/l otHocsaTcs pacmmpenus *.mdw, *.bak, *.mdb?

YcrHblii onpoc o Teme «CpeacTsa 3alIUThI KOMIIBLIOTEPHOH MH(popManum»
CpenctBaobecneuenusinHbopmarionHonoesonacuoctuBInternet.
HcTopusipa3sBuTHs,CTPYKTYypau OCHOBHBICTIOHSATHSKPHUIITOJIOTHH.

Kpunrorpaduskak ocHoBanuH(popMalimoHHONOE30MaCHOCTH.
IToncTaHOBOYHBIEUTIEPECTAHOBOYHBIEKPUIITOAJIT OPUTMBI.
[ToTOKOBBIEHOIOYHBIEKPUIITOATITOPUTMBI.
CHMMeTpUYHBIENaCUMMETPUYHBIEKPUIITOAITOPUTMBI.
CumMeTpuuHblekpunrocucTeMbl. O0IasicXxeMacuMMETPUYHOUKPUIITOCUCTEMBI.
MoenbKpUITOCUCTEMBICOTKPBITBIMKIIOUOM. CepTH(PUKALUAOTKPHITHIXKIFOUEH.
AJrOpUTMCOTKPBITHIMKIIIOUOMR SA.

10 OnexrpoHHasudpoBagnoanuck. [IpuMeHeHnexX311-QyHKIUH.
11. CrannapreimmdpoBanussDESuAES.
12. PoccuiickuiicranaaptmudpoBanusl OCT28147-89.

Paznen4.Mexanusmel obecnieuenus «MHdopmanmonHoit 6e3onacHoctn». | OK 06, I[TK 11.6

NuauBuayanbHoe 3axanue 1no teMe «Pazpadorka npocTbixX KpUNTOrpaguyecKuXx aJirOpuTMOB HA
OCHOBE MeT0/1a 3aMeHbD)
[ens: momyyeHue HaBBIKOB CO3/IaHUS MMPOCTEHUINCH KPUITOCHCTEMBI CHMMETPUYHOTO MU(DPOBAHHUS.
3amanue. B COOTBETCTBHHM CO CBOMM BapHaHTOM pa3paboTaTh mOporpammy i IUA(QPOBAHHS

PYCCKOSI3BIYHOTO TEKCTa P OMOITH Hdpa moacTaHoBKU. [IporpaMMbl 10KHBI 00€CTIEUNBATh:

i e

bl e

mudpoBaHue HHPOPMAITIH, HAXOIAIICHCS B TEKCTOBOM (paiisie, ¢ 3aMnCchio pe3yibTata B IPYrou (aii;
mudpoBanue UHGOPMAIMK, BBOIUMOMN C KJIABUATYPBI, C BBIBOAOM TOJIBKO IUGP — TEKCTA;
Bapuants! 3ananuii:
Mudp Le3aps.
udp Llesaps ¢ KI04eBBIM CIOBOM.
Mudp Tpucemyca.
Mudp Buxunenpa.

NuauBuayanbHoe 3axanue 1no teMe «Pazpadorka npocTbixX KpUNTOrpaguyecKux aJirOpuTMOB HA
OCHOBE MeTO0/1a NIePeCTAHOBKH»

[ens: momyyeHue HaBBIKOB CO3/IaHUS MPOCTEHUINEH KPUITOCHCTEMBI CHMMETPUYHOTO MHU(DpOBaHUS.
BapuanTsl 3aaHui:

BriBecTn coobiieHue ¢ mpaBa Ha JIEBO.

[Tpocras mudpyromas Tadbauia nepecTaHOBKH.

OnrHOYHas nepecTaHOBKA ON KITIOUY.

JIBOliHast mEPECTaHOBKA I10 KIIIOYY.

NupuBuayansHoe 3aganne no reMe«llIngpoBanue undpopmanuu ¢ ucnosb3opanuem crangapra DES»

Iens:

MOJTyYeHHE HaBBIKOB paboThI ¢ mpocTpancTBoM CryptoAPI s mmppoBanus nHboOpMaIum.
paszpabotka Web-nipunoxenus mist mudpoBanus HHGOPMAIIMK C UCTIONb30BaHue M ctaHaapta DES.
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3ananue 1.Coznaiite HoBoe Web-mpuiiokeHue:

1. 3amycrtute Visual Studio u otkpoiite myHKT MeHro File.

2. B xontexcTHOM MeHI0 BbiOepuTe New menkaute Ha Web Site. Kornma Bel BbIOMpaeTe 3TOT 3HAYOK,
Visual Studio moarortaBnamBaeT cpeay pa3paOboTku u ¢dalabl Balield NpOrpaMMbl Il HHTEPHET-
nporpammupoBanus. Co3ganue HoBoro mnpoekra BeO-npuwiiokeHus ASP.NET anamornyso cosnaHuto
npoekta Windows Application. Ongaako TekcroBoe moje Name (Mms) OTKII0YEHO, a TEKCTOBOE IOJIe
Location (Pacnonoxenue) npenHazHaueHo A5 IPYroro TUIA YCTAaHOBKU. B cpesie BeO-puiioKeHus: Bam
mpejjiaraeTcs  ykasarb BeO-cepBep I Balllero NPOEKTa WM MPUHATH 3HAYEHHE IIO0
ymomgaaurohttp://localhost. Ilpu co3manuu mpoekTa BbI MOXKETE BBIOPATH AJI HETO JIOKAIBHBIN WU
yaaieHHblld BeO-cepBep (Ha koTopom ycrtaHoBieHbl .NET Framework u ¢aiiner mognepxku), u Visual
Studio Oyzaer ucmonb30BaTh yKa3aHHBIN BeO-cepBep IS pa3MEIIeHUsT U opraHu3aly ¢GailioB Baliero
npoekrta. Beb-cepBep omnpesensercs HE ¢ TOMOIIbIO UMEH JUCKa U MAaNKH, a ¢ TOMOIIbI0 KOPPEKTHOTO
aapeca B unrepuere (URL).

Coznaiite Web-dopmy.
Kak ormeuanoce panee, Web Forms xpanutcs B ¢aiine .aspx. B Hamem ciaydae 310 Oyner
default.aspx. J{ns co3nanust naTepdenca Mbl MOKEM:

— OCTaBaThCsA B OKHE pelakTopa Koja u (GopMHpOBaTh MHTEP(HENUC ¢ MCMOIB30BaHNE CTaHAAPTHBRIX html-
TATOB;

— TIEpeHTH B PeXKUM KOHCTPYKTOPA U HATIOJHUTH (OPMY HEOOXOIUMBIMH KOMITOHCHTAMHU.

KoHTpoiibHBIE BOIIPOCHL:
K xakomy meTony mmdpoBaHus OTHOCUTCS kKpunroctanaapt DES?

Kaxkoe neiicTBue Ipeamnojaract CHeI[yIOI.uI/II/I Y4aCTOK KoJa.
Dlm 2ar Az New StreamBeader (£2)

[\)»—A

lb1Reszult.Text = sr.ReadToEnd

3. B uem pasnuua Mexay mmppoBaHUEM € HCIIOJIb30BaHUEM BEKTOpAa MHUIIMATIU3AMH U O0e3 Hero?
4. Vxaxwure CTpyKTypy MHMLIHMAIM3aLuu Kpunronposaiaepa DES.

NupuBuayansHoe 3aganne no reMe«llngpoBanne napopmanuu cucnosib3oBannemM crangapra RSA»
Ienns:
— IOJyuyeHHE HaBBIKOB paboThl ¢ mpocTpancTBoM CryptoAPI mist mmdposanus nadopmarumy;
— paszpaborka Web-mipunoxenus 11 mudpoBaHus HHGOPMAIMU C UCIIONB30BaHUE M cTaHaapTa RSA.
3amanue. Co3maiite HoBoe Web-npunoxxenue.Jljis co3nanus uaTepdeiica:
1. OcraBatbcsi B OKHE pelakTopa Koja U GopMHpoBaTh MHTEP(DEHC ¢ UCIOIb30BaHNE CTaHAapTHHIX html-
TOTOB.
2. TlepeiiTu B peXUM KOHCTPYKTOpa U HAIIOJHUTH POPMY HEOOXOIMMBIMH KOMIOHEHTAMHU.
3. Ilpu ucnonp30BaHMM BTOPOrO METOJA 3alOJIHEHUS HEOOXOJUMO NEPEeHTH B PEXHUM KOHCTPYKTOpa U
nepeTamuTh Ha GopMy KOMIIOHEHTHI Button 1 3 TEKCTOBBIX MOJIL.
4. OTpenakTUpyHWTe CBOMCTBA TUX KOMIIOHEHTOB B COOTBETCTBHH CO CJICAYIOIIUM KOJOM (JIJIs1 POCMOTpa
penaKkTopa nepeieM B COOTBETCTBYIOIIEE OKHO KOJia HA’KaB KHOIIKY SOUTSE).
KonTponbHbie BOpOCHI
1. K kaxomy MeTony muppoBaHusl OTHOCUTCSA KpUnrTocTaHaaptT RSA?
VKaxure CTpyKTYpy MHULMAIM3ALMKA KpUINITONIpoBaiinepa RSA.
Kaxkoe peiictBue npenmnonaraer caeAyoOMUi y4acTOK Koja:

W

= FPriwvate Enum EindOfiction As Integer
EZAEncrypt = 0
EZADecrypt = 1

= End Enum

-End Class

- End MNamespace
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4. OOBsAcHUTE NPUUYUHY TOTO, YTO MPUIOKEHUH MOXKET HE C MIEPBOTO pasza cpaboTaTh KOPPEKTHO

Bomnpoce! 111 yCTHOT0 onpoca

TexHOIOTMUUIIOTUKaXPAHEHHU S IAHHBIX.
Crparerus3auuTbliBOCCTAHOBJICHH S TaHHBIX.
TUnBIMMETOIBIPE3ePBHOTOKOTUPOBAHMUS.
PesepBHOeKkonupoBanuedaitioBuoOpa3os.PezepBHOCKONMPOBAHUEIIONIIAHY.
[TonHoe,nd dhepeHaTbHOSMTHKPEMEHTHOSPE3EPBHOCKOIPOBAHHE.
besonacHoexpaneHnepe3epBHBIXKOIHIA.
VYerpoiictBaxpanenusianubix. TexnonorusiRAID.
[IporpammbLsipesepBHOrokonupoBanus. [ [porpaMMblapXMBaIii IaHHBIX.
HactpolikacucteMHBIXITapaMeTpOBPE3ePBUPOBAHUSMBOCCTAHOBICHUSMH(DOPMALIUH.
0. Bo3amoxkHOCTHpE3epBHOTOKONUPOBaHUS. ONTUMAabHBIMIIIAHBOCCTAHOBICHUSUIIPOBEPKAECTOIPPEKTUBHO

CTH.
11. HactpolikacucTeMHBIXITapaMeTPOBPE3EPBUPOBAHUANBOCCTAHOBICHUSIUH(OPMAIIUH.
12. Xpanenuenanusixs (aiinoBoiicuctemeFAT32. XpanenuenanusixpdaiinoBoit cuctemeNTFS.
13. KondpurypupoBaHueI0THIECKUX TUCKOB. MOHTHPOBAaHUETUCKOB.
14. CpencrBanedparmenranmu WindowsHCTOPOHHUXITPON3BOAUTEINECH.
15. UHCTpYMEHTBLIAPAa0OThICpA3IETIaMUANCKOB.
16. Ycrpanenuenpobiaemc3arpy3koicucTeMsl, GailiaMinynpaBieHAA3arpy3KOHHIpaiBepaMuy CTPOICTB.
17. CpenctBaBoccTanoBiaeHuss Windows.
18. BoccTaHOBIIEHNEJaHHBIXII0Ib30BATENSCUCTEMBI.
19. BoccTtanoBIeHHE TAHHBIXHAXKECTKUX JUCKAX.

i i A o e

OK 01, OK 02,
IIpomexyTo4Has aTTecTalus B BUJI€ KOMILUIEKCHOTO OK 04, OK 06,
nudpepeHIMPOBaHHOTO 3a4eTa BO 2 CEMECTpe MK 11.1, [IK 11.2,
K 11.6

Bonpocs! k 1udpepeHniupoBaHHOMY 324eTy

1. Tlonsite xommnbroTepHOM nHGOpManmu. Buasl ymepba komnbsiorepHoit nuHpopmanuu.Ilocnencreus
NPUYMHEHUS yiiepOa KOMIbIOTEpHOI HH(pOpMAIIHH.

2. Knaccuduxkamnus yrpos 6ezonacanoctu KU. [ToTenmanbabie yrpo3sl 0€30MaCHOCTUKOMITBIOTEPHON
MH(OPMAIINH, CBSI3aHHBIE C YEIOBEUYECKUM (haKTOPOM.

3. Jlorndeckasi opraHu3anys JUCKOBOTO MPOCTpaHCTBA. [IOHITHE O «TEXHOJIOTHYECKOM» MYCOPE B MaMSITH

I159BM

Krnaccudukanus u MexaHu3Mbl 1€WCTBUS BUPYCHBIX MTPOrPAMM.

ArnmnapaTypa nepcoHaIbHOT0 KOMITBIOTEPa U 0€301MacHOCTh HH(POpMAITUH.

®DaxTOphbl, CHOCOOCTBYIOLINE pealu3aliy yrpo3 6€30MacHOCTH KOMIBIOTEPHON HH(POpMAIUH.

[TonsiTHEe 6€30MacCHOCTH KOMIbIOTEpHON HHpOpManuu. [IpuHIUIBI 3a1IUTH HHPOPMALIUH.

[TonsiTve MONUTUKN GE30MMACHOCTH KOMITBIOTEPHBIX CHCTEM, €€ OCHOBHBIE COCTaBJISIONINE.

Mertob! 3aUThl HHGOPMAIMK B KOMIIBIOTEPHBIX CUCTEMAX.

10. OnHOYypOBHEBass MOJENb Pa3rpaHUUYEHHUSI JOCTYIIA, IOCTOMHCTBA U HEJIOCTATKH.

11. MHOrOypoBHEBasIMOI€IbPA3rPAHUUEHUAIOCTYIA, JOCTOMHCTBAN HEJJOCTATKH.

12. Peanu3zanus moauTuku pasrpanudenus goctyna B OC Windows.

13. IloHATHE MEeXaHU3MOB HJIeHTU(UKAIUHU 1 ayTeHTH(uKanuu, ux peanuzanus B OC Windows.

14. KnaccudeckascxeMakpunrorpaguieckoizamuteinHGopman. Ee 10CTOMHCTBA M HETOCTATKHY.
[IpumMepbl CHUMMETPUYHBIX KPUIITOAITOPUTMOB.

15. Cxema kpuntorpaduyeckoil 3amuThl HHGOPMALMK ¢ OTKPBITHIM KIto4oM. Ee noctonHcTBa n
HenocTaTKu. [IpuMepsl aCHMMETPUYHBIX KPUIITOAITOPUTMOB.

16. Cxema ucnoap30BaHus JIEKTPOHHOMN UPpoBoit noanucu. [lonarue xem-QyHKIIH.

17. ®aiinosas cuctema FAT ¢ Touku 3peHust odecnieueHus: HHHOPMAIMOHHON 0€30MaCHOCTH.

18. OcHoBubie cBoiicTBa daiinoBoii cucteMbl NTFS. Ctpykrypa NTFS.

Lo n bk
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19. Ilonsitue 06 MFT. Ctpykrypa 3anucu B MFT.

20. Opranusamus pe3uneHTHbIX ¢aitioB B NTFS. Bo3M0XHOCTh BOCCTAaHOBIICHUS YIAICHHBIX PE3UICHTHBIX
(aiinos.

21. Opranusamnus Hepe3uaeHTHBIX (aitioB B NTFS. Bo3MoXHOCT BOCCTaHOBIICHHSI YIAIEHHBIX
HEPE3UICHTHBIX (haIoB.

22. ApXuBUpPOBaHHE U PE3ePBUPOBAHNE KOMITBIOTEPHOU nH(popManuu. TUbl apXHBOB.

23. Poramnus BHemHUX Hocutened nadopmaruu. CTpaTerny apXuBUPOBAHUS.

24. TlpuMeHeHUeCTIeTINATU3UPOBAHHBIXIIPOT PAMMHBIXCPEACTB3AIUTH HHPOPMAIIHH, UX IOCTOUHCTBA U
HEJOCTaTKH.

25. ®u3nyuecKkrue HOCUTENU KOJI0B apoJieil.

26. TpeboBaHus K CrEUATU3UPOBAHHBIM CPEJICTBAM 3aLIUTHI HHPOPMAIIUN OT HECAHKIIHOHUPOBAHHOTO
J0CTyma.

27. Opranuzanusi BUPTyadbHbIX JIOTHYECKUX JTUCKOB.

28. MexaHu3Mbl OpraHu3ali KOHTpoIs goctyna jao 3arpy3ku OC. Mexanusmel goBepenHoit 3arpy3ku OC,
peanuzoBannbie B C3U

Hroroselii TecTt
1) K npaBoBbIM MeTOZaM, 00ecnieYMBAIOIIMM HH(POPMAIIMOHHYIO 0€3011aCHOCTb, OTHOCSITCS
- Pa3pabotka anmapaTHbIX cpeCTB 0OecredeH sl MPAaBOBBIX JTaHHBIX
- Pa3paboTka 1 ycTaHOBKA BO BCEX KOMITBIOTEPHBIX MPABOBBIX CETSX JKyPHAJIOB y4eTa JACHCTBHIA
+ Pa3paboTka 1 KOHKpEeTH3aI|s MPaBOBbIX HOPMATUBHBIX aKTOB oOecrieueHus: 6€30MacHOCTH
2) OCHOBHBIMHM MCTOYHMKAMM YIPo3 MH(OPMAIMOHHOH 0e30MACHOCTH SIBJISIOTCA BCe YKA3aHHOE B
crmcKe:
- XUILEHUE )KECTKUX IUCKOB, OJKIIOYEHUE K CETH, MHCAWIEPCTBO
+ IlepexBar qaHHBIX, XUILEHUE TAHHBIX, N3MEHEHUE apXUTEKTYPbl CHCTEMBbI
- XuIIeHue TaHHbBIX, TOAKYI CUCTEMHBIX aJJMUHUCTPATOPOB, HAPYIICHUE perjaMeHTa paboThl
3) Buabl uHpopManMOHHOMH 0€301ACHOCTH:
+ [lepcoHanbHasi, KOpIOpaTUBHAsL, FOCYAAPCTBEHHAS
- Knuentckas, cepBepHasi, ceTeBas
- JlokanbHas, rnobaibHasi, CMEIIaHHAs
4) lenu napopMaunoHHO 0€30IIACHOCTH — CBOEBPEMEHHOE 00HAPYKeHUe, peaynpe:KIeHune:
+ HECAaHKLIMOHUPOBAHHOTO JJOCTYyIIa, BO3JICHCTBUS B CETH
- MHCAI1IepCTBA B OPraHU3aluU
- 4pe3BbIYANHbIX CUTyalul
5) OcHoBHbBIE 00bEeKTHI HH(POPMAIMOHHON 0€3011ACHOCTH:
+ KommnbroTepHble ceTH, 0a3bl JAHHBIX
- UndopmanioHHbIie CUCTEMBI, TICUXOJIOTHYECKOE COCTOSHUE TI0JIb30BaTeNeh
- buzHec-opueHTHpOBaHHbBIE, KOMMEPUYECKUE CUCTEMBI
6) OCHOBHBIMHU PUCKAMHU MH(OPMAIMOHHOI 0€301IACHOCTH ABJISAIOTCS
- Uckaxenue, ymeHblIeHHE 00bEMa, IIEPEKOTUPOBKA HH(POpMAIIH
- Texuuueckoe BMEIIATEIbCTBO, BHIBEICHUE U3 CTPOSi 000PYA0BAHUS CETH
+ IToteps, UCKakeHHUe, yTeuKka HH(OpMAIHH
7) K oCHOBHBIM NpUHUIHUNIAM o0ecnieyeHusi HHPOPMAIMOHHOMN 0€30MaCHOCTH OTHOCUTCS:
+ DkoHOMUYECKOH 3(h(HEeKTUBHOCTH CUCTEMBI 0€30ITaCHOCTH
- MHoromnarhopMeHHO# peanu3aii CUCTEMBI
- Ycusenus 3aliMIIEHHOCTH BCEX 3BEHbEB CUCTEMBI
8) OcHOBHBIMH Cy0ObeKTAMHU MH(OPMAIIMOHHOI 0€3011ACHOCTH ABJIAIOTCS:
- PYKOBOJUTEIHN, MEHEKEPDI, aIMUHUCTPATOPBI KOMITAHUI
+ opraHbl IIpaBa, rocyaapcTBa, Ou3Heca
- ceTeBble 0a3bl JaHHBIX, (acPBOILIBI
9) K 0CHOBHBIM (P)yHKUMSIM CHCTEMbI 0€30IACHOCTH MOKHO OTHECTH BCe MepevYucIeHHoe:
+ YcTaHoBIIEHUE perylaMeHTa, ayAUT CUCTEMBI, BBISIBIEHUE PUCKOB
- YcraHOBKa HOBBIX O(MCHBIX MPUIOKEHUH, CMEHA XOCTUHI-KOMIIaHUH
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- Buenpenue ayreHTudukanum, npoBepky KOHTAKTHBIX JaHHBIX MOJIb30BaTENCH

TecT 10) IlpuHuunom nuHpOpMaNMOHHON 0€30NIACHOCTH SIBJIsIeTCS NPUHLMIT HeOIMYyIIeH U :
+ HeonpaBnaHHbIX OrpaHUdYeHUi Mpu paboTe B ceTu (cucreme)

- PruckoB 0€30MacHOCTH CETH, CHCTEMBI

- [Ipesymnmmu cekpeTHOCTH

11) lIpuHUUIIOM NOTUTHKH HHPOPMALMOHHON 0€30I1aCHOCTH SBJISICTCS NPUHIUIL
+ HeB03MOKHOCTH MHUHOBATH 3alIUTHBIE CPEACTBA CETU (CHCTEMBI)

- YcuseHust OCHOBHOI'O 3BEHA CETH, CUCTEMBI

- [TonHoro 6510KMpOBaHUS JOCTYyTA NMPU PUCK-CUTYALIUAX

12) lIpuHIMIIOM NOTUTHKH HHPOPMALMOHHON 0€30I1aCHOCTH SIBJISICTCS NPUHIUIL
+ YcuieHus 3aluneHHOCTH CaMOro He3alMIIEHHOTO 3B€Ha CETH (CHCTEMBI)

- [lepexona B Ge30macHOe COCTOSTHUE PpabOThI CETH, CUCTEMBI

- [TonHoro gocTtymna noyib30Bareseil Ko BCeM pecypcaM CEeTH, CUCTEMBI

13) lIpuHIUIIOM NOTUTHKH HHPOPMALMOHHON 0€30I1aCHOCTH SIBJISICTCS NPUHIUIL
+ Paznenenus nocryna (00sS3aHHOCTEH, TPUBUIIETHIA) KIIMEHTaM CETH (CHCTEMBI)

- OIHOYpOBHEBOM 3aLUTHI CETH, CUCTEMBI

- COBMECTUMBIX, OJTHOTHUITHBIX TPOrPAMMHO-TEXHUUECKHUX CPEJCTB CETHU, CUCTEMBbI

14) K 0oCHOBHBIM THIIaM CPe/ICTB BO3/1eICTBHSI HA KOMIIIOTEPHYIO CeTh OTHOCUTCSH:
- Komnsrotephsrii cooit

+ Jlornueckue 3aKinaiku («MHUHBD)

- ABapuiiHO€ OTKJIFOUEHHUE MUTAHUS

15) Koraa nosayuen cnam no e-mail ¢ npuio:xkeHnsim aiijiom, cieayer:

- [IpounTaTh NpUIOKEHHUE, €CITH OHO HE COJACPIKUT HUUYETO IEHHOTO — YAAIUTh

- CoxpaHuts npuiioxkenue B napke «Criam», BBIICHUTD 3aTeM [P-aapec reneparopa criama
+ Y 1anuTe TUCHMO € IPUIIOKEHUEM, HE PACKpbIBasi (HE YUTasl) €ro

16) lHpunuun Kupxrodga:

- CeKkpeTHOCTh KJII04a OMpeiesieHa CeKPETHOCThIO OTKPHITOIO COOOIIEHUS

- CexkpeTHOCTh HH(OPMAIIMHU OTIpEJIeNIeHa CKOPOCTHIO Mepelaun JAHHBIX

+ CeKpeTHOCTb 3aKPBITOTO COOOIICHHS ONPEAENISIETCS CEKPETHOCTRIO KITF0UYa

17) OIII - 310:

- DNeKTpOHHO-1IU(PPOBOI MpeodpazoBaTeb

+ DnexTpoHHO-1IM(POBas MOANUCH

- DeKTpOHHO-1IU(DPOBOI TIpoIIeCcCop

18) Haubosee pacnipocTpaHeHbl yrpo3bl HH(POPMALMOHHOKH 0€301IACHOCTH KOPIIOPATUBHOM CHCTEMBbI:
- [Toxynka Henuuen3zuonuoro 110

+ OmmOKH 3KCIITyaTallly ¥ HEYMBIIIJICHHOTO U3MEHEHHS pekuMa paboThl CHUCTEMBbI

- Co3HaTenpHOr0 BHEIPEHHUSI CETEBBIX BUPYCOB

19) Haubosee pacnpocTpaHeHbl YIpo3bl HH(POPMALIMOHHOH 0€30IIACHOCTH CETH:

- PacnipepenenHbii JOCTYN KIMEHT, OTKa3 000PY10BaHHUS

- MopanbHblii U3HOC CETH, NHCAUIEPCTBO

+ COoii (0TKa3) 000pyI0BaHMsI, HEJIETATBHOE KOMMMPOBAHUE JaHHBIX

TecT_20) Hanbosee pacnpocTpaHeHbl cpeicTBa BO3/1eiicTBUA HA ceTh o(uca:

- Cnabplii Tpaduk, vHGOPMAIMOHHBIN 0OOMaH, BUPYChl B HHTEPHET

+ Bupycsl B ceTu, TOTHUECKUE MUHBI (3aKJIa]IK1 ), UH(OPMAIIMOHHBIH IepexBat

- KommnbroTepusie cOou, n3MEHEHUE aIMUHUCTPUPOBAHHUS, TOTIOJIOTHH

21) YTeukoii nH(pOpMALMHU B CHCTEMe HA3BIBAETCH CUTYyallusl, XapaKTepuzyemas:
+ [loTepeit JaHHBIX B CUCTEME

- 3menennem opmbl nHGOpMALIUU

- smenenuem coaeprxkanus uHdGopManuu

22) CeoiictBamu uH(popmanun, Haudo/jIee aKTyaJbHbIMH NpH olecrnieyeHUM HWHGOPMALMOHHOMI
0€e301aACHOCTH SIBJISIIOTCH:

+ LlenocTHOCTH

- JlocTtynmHOCTh
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- AKTyaJIbHOCTh

23) Yrpo3a ungopmManuoHHoi cucreMe (KOMIbIOTEPHOH CeTH) — 3TO:

+ BeposiTHOe coObiTHE

- JlerepmunupoBaHHOE (BCEra ONpeIeIeHHOE) COObITHE

- CoObITHE, IPOUCXOASIIIEE IEPUOANYECKU

24) Uudopmauus, KOTOPYI cjaeayeT 3alMIIAThL (10 HOPMATHBAM, NPaBHJIAM CeTH, CHCTEMbI)
Ha3bIBaeTCs:

- PermamMeHTHpOBaHHOM

- [IpaBoBoit

+ 3amuniaemon

25) Pa3HOBMIHOCTSAMH YIP03 0€30IIaACHOCTH (CE€TH, CHCTEMBbI) SIBJISIIOTCS BCE MepeYncieHHOe B CIINCKe:
+ IIporpamMMHbIe, TEXHUUECKUE, OPraHU3alUOHHBIE, TEXHOJIOTHYECKUE

- CepBepHble, KIIUEHTCKHE, CITyTHUKOBbBIE, HA3€MHbIE

- JIuunbie, KOpIIOpATUBHBIE, COLUATBHBIC, HALIMOHATLHBIC

26) OxoHYATEJIbHO, OTBETCTBEHHOCTD 32 3AIUIEHHOCTH JAHHBIX B KOMIIBIOTEPHOI CeTH HeceT:
+ Bnanenen cetn

- AIIMUHUCTpATOp CETH

- [Tonws30BaTens cetn

27) lloauTHKA 0€30MACHOCTH B CHCTEMe (CeTH) — 3TO KOMILIEKC:

+ PykoBozacTB, TpeboBanuii o0ecrieyeHruss HEOOXOAUMOTO YPOBHS O€30MaCHOCTH

- HcTpykiumii, anropuTMOB MOBEICHUS TOJIb30BATENS B CETH

- Hopmbl uHpOpMaImmoHHOTO paBa, COOTI0IaeMbIE B CETH

28) HauboJ1ee BaxKHBIM NPHU pPeau3aliM 3alIUTHBIX MeP MOJUTHKHA 0€301IACHOCTH SIBJISIETCS

- Aynut, aHanu3 3aTpaT Ha IPOBEJICHUE 3aIUTHBIX MEP

- Ayaut, aHanu3 0e301acHOCTH

+ Ayaut, aHaiu3 ys3BUMOCTEHN, pUCK-CUTyalui
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